girl scouts’,}) Cadette

Cybersecurity Investigator 2

Cyber Scramble Cards

® o care
NAME

Whoever has the most ID cards at the end of
the game is the winner.

. ID Card
HOME ADDRESS

Whoever has the most ID cards at the end
of the game is the winner.

' ID Card

BANK ACCOUNT
NUMBER

Whoever has the most ID cards at the end of
the game is the winner.

ID Card

PASSWORD

Whoever has the most ID cards at the end
of the game is the winner.

® o care
BIRTHDAY

Whoever has the most ID cards at the end of
the game is the winner.

. ID Card
EMAIL ADDRESS

Whoever has the most ID cards at the end of
the game is the winner.

. ID Card
PHONE NUMBER

Whoever has the most ID cards at the end of
the game is the winner.

. ID Card
PHONE NUMBER

Whoever has the most ID cards at the end of
the game is the winner.

Cyber Scramble ID cards: Give each girl one set of 10 ID cards to start the game.
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. ID Card . ID Card

DRIVER’S LICENSE CREDIT CARD
NUMBER NUMBER

Whoever has the most ID cards at the end of Whoever has the most ID cards at the end of
the game is the winner. the game is the winner.

. Protection Card . Protection Card

STRONG PASSWORD §i BACK UP YOUR DATA

Keep this in your hand until needed. Play it when Keep this in your hand until needed. Play it the next
time you must discard ID cards, to retrieve one

you are attacked to keep ONE of your ID cards from
being discarded. card from the bottom of the discard pile.

. Protection Card . Protection Card

ANTI-VIRUS SOFTWARE [ BACK UP YOUR DATA

Keep this in your hand until needed. Play it when Keep this in your hand until needed. Play it the next
time you must discard ID cards, to retrieve one

you draw an attack card to keep up to TWO of your
ID cards from being discarded. card from the bottom of the discard pile.

. Protection Card . Protection Card

ANTI-VIRUS SOFTWARE SOFTWARE UPDATE

Keep this in your hand until needed. Play it when Keep this in your hand until needed. When played,
this will protect up to two different identity cards

you draw an attack card to keep up to TWO of your
ID cards from being discarded. from being stolen, whether they are yours or not.

. Protection Card . Protection Card

POP-UP BLOCKER DON'T CLICK THE LINK!

Keep this in your hand until needed. - .
. Keep this in your hand until needed.
The next time you are attacked, your cards stay L . .
. When played, it will protect one of your identity
safe, and the person to your right becomes the . .
. ; cards from being discarded
victim of that attack instead.
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A 4 Attack Card
PHISHING

When a hacker sends an email that contains bad
links, harmful attachments, or requests for money

Discard one ID card into the dark web.

Attack Card

PHISHING

When a hacker sends an email that contains bad
links, harmful attachments, or requests for money

Discard one ID card into the dark web.

Attack Card

PHISHING

When a hacker sends an email that contains bad
links, harmful attachments, or requests for money

Discard one ID card into the dark web.

Attack Card

PHISHING

When a hacker sends an email that contains bad
links, harmful attachments, or requests for money

Discard one ID card into the dark web.

Attack Card

PHISHING

When a hacker sends an email that contains bad
links, harmful attachments, or requests for money

Discard one ID card into the dark web.

Cadette

Y Attack Card
MALWARE

Software that aims to cause damage to your
computer or network

Discard one ID card into the dark web.

Attack Card

SPOOFING

When a hacker sends an email pretending to
besomeone you know, or an organization you
trust,in order to gain access to your information.
Discard one ID card into the dark web.

Attack Card

SPOOFING

When a hacker sends an email pretending to
besomeone you know, or an organization you
trust,in order to gain access to your information.
Discard one ID card into the dark web.

Attack Card

SPOOFING

When a hacker sends an email pretending to
besomeone you know, or an organization you
trust,in order to gain access to your information.
Discard one ID card into the dark web.

Attack Card

PHISHING

When a hacker sends an email that contains bad
links, harmful attachments, or requests for money

Discard one ID card into the dark web.
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v Attack Card
MAN IN THE MIDDLE

When a hacker intercepts a message between two

people in order to spy on them or steal data

You and the person across from you must each
discard one ID card into the dark web.

v Attack Card
MAN IN THE MIDDLE

When a hacker intercepts a message between two

people in order to spy on them or steal data

You and the person across from you must each
discard one ID card into the dark web.

v Attack Card

SMS-ING

When a hacker sends a text message to try and
steal your personal information

Discard one ID card into the dark web.

Attack Card

SMS ING

When a hacker sends a text message to try and
steal your personal information

Discard one ID card into the dark web.

Attack Card

SMS ING

When a hacker sends a text message to try and
steal your personal information

Discard one ID card into the dark web.

Cadette

Attack Card

SPOOFING

When a hacker sends an email pretending to
besomeone you know, or an organization you
trust,in order to gain access to your information.
Discard one ID card into the dark web.

Attack Card

SPOOFING

When a hacker sends an email pretending to
besomeone you know, or an organization you
trust,in order to gain access to your information.
Discard one ID card into the dark web.

Y Attack Card
MALWARE

Software that aims to cause damage to your
computer or network

Discard one ID card into the dark web.

Attack Card

SPYWARE

Software that secretly collects information
about you

Discard two ID cards into the dark web.

Attack Card

MALWARE

Software that aims to cause damage to your
computer or network

Discard one ID card into the dark web.




girl scouts

Cadette

gﬂg Chaos Card
IDENTITY THEFT

The use of someone else’s personally
identifying information.

Switch hands with one other player of your choice.

Attack Card

SPYWARE

Software that secretly collects information
about you

Discard two ID cards into the dark web.

v Attack Card

RANSOMWARE

A type of malware that denies you access to
your data until you pay a ransom.

Skip your next turn.

v Attack Card
RANSOMWARE

A type of malware that denies you access to
your data until you pay a ransom.

Skip your next turn.

Attack Card

DATA BREACH

The theft, loss, or release of confidential
information, often within an organization
Everyone’s data is exposed! Each player must
pass their hand to the player on her left.

gﬂg Chaos Card
IDENTITY THEFT

The use of someone else’s personally
identifying information.

Switch hands with one other player of your choice.

X
CLEAN SLATE

Open up a new bank account. Gain back one
identity card from the discard pile.

X
CLEAN SLATE

Open up a new bank account. Gain back one
identity card from the discard pile.

X
CLEAN SLATE

Open up a new bank account. Gain back one
identity card from the discard pile.

X
CLEAN SLATE

Open up a new bank account. Gain back one
identity card from the discard pile.




