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Cybersecurity Badges Cybersecurity Investigator 2

�Is it Phishy?   

 � Are there spelling mistakes? Fake emails often have 
misspellings in them.

 � Is the person in the email offering something that’s too 
good to be true? Scammers will often say you can get free 
electronics or other expensive items by clicking on something. 
They might say: “Act now, it’s free!”

 � Is the email making an offer for something? Does it look  
like an advertisement? It’s spam.

 � Is the email asking for your private information? Never 
share private information through an email.

  �Is the email marked “urgent” or threatening something? 
Scammers often say things like: “You need to act on this offer 
now! Urgent!”

  �Does the message have an attachment? Never click on  
an attachment in an email unless you know the person who 
sent it.
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